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Enabled. Reporting for aggregate data logs
enabled.

Enabled. Reporting for aggregate
application data logs enabled.

Enabled. Reporting for aggregate URL data
logs enabled.

Enabled. Reporting for URL category data
logs enabled.

Enabled. Either GAV is licensed or GAV
status is enabled.

Enabled. Either Spyware is licensed or
Spyware status is enabled.

Enabled. Either IPS is licensed or IPS
status is enabled.

Enabled. Reporting for aggregate geo IP
data logs enabled.

Enabled. Reporting for aggregate app IP
data logs enabled.

Enabled. Reporting for aggregate user IP
data logs enabled.
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Echo Reply

Internet Control Message Protocol (ICMP) is part of the Internet Protocol Suite. ICMP messages are typically generated in
response to errors in IP datagrams or for diagnostic or routing purposes.
ICMP traffic may be used to map a network, or help fingerprint an OS. The information used from these methods may be used for

Eicar-Test—Signature

Trojan

MHTML Protocol Handler XSS 2

The MHTML protocol handler in Microsoft Windows XP SP2 and SP3, Windows Server 2003 SP2, Windows Vista SP1 and SP2,
Windows Server 2008 Gold, SP2, R2, and R2 SP1, and Windows 7 Gold and SP1 does not properly handle a MIME format in a
request for content blocks in a document, which allows remote attackers to conduct cross—site scripting (XSS) attacks via a
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AddThis.com

AddThis.com is a web user tracking company. They partner with websites to include invisible code in the partner website which
reports user browsing data to addthis.com backend for the purpose of commercializing user data.

AppNexus

This domain used by an advertising company that is part of a network of sites, cookies, and other technologies used to track you,
what you do and what you click on, as you go from site to site, surfing the Web. Over time, sites like this can help make an online
profile of you usually including the sites you visit, your searches, purchases, and other behavior. Your profile can then be exchanged
and sold between various companies like this as well as being sold to other advertisers and marketers.

DNS Protocol

The Domain Name System (DNS) is a naming system for computers and services connected to the Internet, where DNS translates
the hostnames into IP addresses.

Document

The PDF file format, or Portable Document Format, was created by Adobe Systems to help users in facilitating the exchange of
document files.

Dropbox

Dropbox is storage service that allows users to store and synchronize file content between computers, over the Internet. Dropbox
has is compatible with Windows, Mac OS X and Linux platform clients. No—cost user accounts offer 2 GB of storage space, while
paid accounts offer significantly higher storage space.

Executable

Executable and Linking Format files (.exe) are a common standard file format for executable files and libraries.

Facebook

facebook is an enormously popular social networking site that lets users build a profile page and then seek out and connect with
other friends on the service. Users can also join networks for various interests or geographic locations, upload digital media
content, and even play games online through the site. facebook is subject to blocking and censure in some countries, and the site
appears to continually be re—vamping their privacy policy in an effort to balance user security and business needs.
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Google

Google Inc. is most universally known for its leading Internet search capabilities. Google also provides a myriad of additional free
services to users, including email, messaging, mapping services, and office productivity tools and applications.

HTTP User—-Agent

HTTP User—Agent is a collection of signatures that identify network traffic based on HTTP User—Agent header, or elements within
the header.

ICMP

The Internet Control Message Protocol (ICMP) is used by networked computers’ operating systems to send error messages.

Image

BMP (bmp), also known as BitMap, is a file format for storing digital image data.

LinkedIn

LinkedIn is a business—oriented social networking for professional contact networking purposes.

Microsoft Internet Explorer

Microsoft Internet Explorer is the popular web browser from Microsoft.

Non—-SSL traffic over SSL port

Transport Layer Security (TLS) and its predecessor, Secure Sockets Layer (SSL), are cryptographic protocols that provide
communication security over the Internet. SSL ports usually exclusively used by SSL/TLS traffic.
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OCSP

The Online Certificate Status Protocol (OCSP) enables applications to
determine the (revocation) state of an identified certificate. OCSP

may be used to satisfy some of the operational requirements of
providing more timely revocation information than is possible with
CRLs and may also be used to obtain additional status information. An

OCSP client issues a status request to an OCSP responder and suspends

SNMP

Simple Network Management Protocol (SNMP) is an IETF standard for interoperability between Network Management Device
communication of data exchange.

SSL

Transport Layer Security (TLS) and Secure Sockets Layer (SSL) are cryptographic protocols that provide secure communications
on the Internet.

Twitter

Twitter is a no—cost—to—user, micro—blogging messaging service, known for allowing user posts of up to 140 characters. Users can
send and receive “tweets” through the Twitter website, Short Message Service (SMS), or third—party applications.

YouTube

YouTube is a popular video sharing website which lets users upload, view, and share video clips. The company uses Adobe Flash
Video technology to display a wide variety of user—generated video content, including movie clips.
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1. Google (s6.05 M) 2. YouTube (2760 mp) 3. General HTTPS MGMT (113 ws)

4. Non—-SSL traffic over SSL port (416 m) 5. General HTTPS (399 wB) 6. SSL (329 wB)

7. HTTP User—Agent (219 wg) 8. Image (192 m) 9. Twitter (155 we)

10. Facebook (5.7 k) 11. DNS Protocol (29391 ks) 12. Document (27105 kg)

13. General UDP (16358 k) 14. Executable (163,04 ka) 15. AddThis.com (13436 k8)

16. General HTTP (9564 kp) 17. OCSP (90.26 kB) 18. General DNS (41,04 xB)

19. Microsoft Internet Explorer goss e 20. Linkedn o176 ke 21. Service Version 2 Multicast Listener Re
(16.40 KB)

22. Dropbox (1057 ks) 23. AppNexus (1055 ks) 24. SNMP (550 kg)

25. General NETBIOS (321 ks) 26. ICMP (960,00 Bytes) 27. General SNMP (31500 Bytes)
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